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Malware Analysis Workshop



What is Malware
• Malware (Malicious Software)
– All kind of software that disrupt computer 

operations, gather sensitive information or gain 
access to private computer systems



Statistics say it all



5 Stages Malware attack



Malware Propagation



Malware Propagation



Malware Types



Malware Defense Mechanism

• Anti Detection
– Polymorphism
– Metamorphism
– Hide inside kernel or other process
– “Kill Switch”
• Detect internet access
• Time based malware
• Detect Environment



Malware Defense Mechanism

• Anti Analysis
– Encryption
– Anti-Debugging
– Anti-VM



Purpose of Malware Analysis

• Identify a Malware
• Malware Capabilities / Behavior
• Malware Propagation Technique
• Malware Signatures / How to Detect
• How to Resolve from Infection 



Type Malware Analysis



Malware Analysis Process



Static Analysis



Malware Static Analysis



Inside of a File



Inside of a File – Hex Version



Check file type

• Open File with Hexa Editor
• Search 2 first character with the website
– http://garykessler.net/library/file_sigs.html

• File [filename] è Check for file type
• Cek Bunch of Files below : 
– http://45.126.133.156/yohanes/files/tebak1
– http://45.126.133.156/yohanes/files/tebak2
– http://45.126.133.156/yohanes/files/tebak3
– http://45.126.133.156/yohanes/files/tebak4



PEID

PEID	Used	to	check	initial	information	of	a	file



PESCANNER



Check Static Features

• Check Strings inside a file : 
• Strings [filename]
• Pescanner [filename]
– http://45.126.133.156/yohanes/files/file1.exe
– http://45.126.133.156/yohanes/files/file2.exe
– http://45.126.133.156/yohanes/files/file3.exe
– http://45.126.133.156/yohanes/files/file4.exe
– http://45.126.133.156/yohanes/files/file5.exe
– http://45.126.133.156/yohanes/files/file6.exe



Packed Executables



Static Analysis of malware

• Hexdump malware
• Pescanner [malware]
• Strings [malware]
• Clamscan [malware]
• Analyze this 2 malwares:
– http://45.126.133.156/yohanes/files/malware1.bin
– http://45.126.133.156/yohanes/files/malware2.bin



Find the Flags (CTF)

• http://45.126.133.156/yohanes/files/1
• http://45.126.133.156/yohanes/files/2
• http://45.126.133.156/yohanes/files/5
• http://45.126.133.156/yohanes/files/6



Dynamic Analysis



Malware Dynamic Analysis

• Running Malware deliberately, while 
monitoring the results

• Requires a safe environments
• Must prevent malware from spreading to 

production machines
• Real machines can be airgapped – no 

network connection to the internet or to 
other machine



Topology Dynamic Analysis



Process Monitoring



Registry Monitoring (Regshot)



CaptureBAT

• CaptureBAT.
exe –c	–n	–l	
test.exe

• Open	With	
Wireshark



Folderchangeview



Cuckoo Sandbox



Cuckoo Sandbox



Analysis test

• http://45.126.133.156/yohanes/files/malware1.
bin

• http://45.126.133.156/yohanes/files/malware2.
bin



Simple Reverse 
Engineering



Radare2



Install GCC

• Test apakah ada GCC untuk kompilasi C
– $#locate glibc => 
– harusnya muncul

:"/usr/share/man/man7/glibc.7.gz”
– $#gcc è harusnya muncul : 
• "gcc: fatal error: no input files" => Berarti sudah

terinstalll

– kalo ga ada : install GCC : 
• $#apt-get install gcc



Create Hello file.c

#include <stdio.h>int main()
{

printf("Haloo");
return 0;
}



Open at edb kali linux

• Search for Helloo string and replace with 
another string

• Edit the string to another



Search for the Flag

• R2 [filename]
• Type ‘aa’ è to start analyze all
• Type ‘pdf@main’ è to find the int main 

function
• Find the flag:
– http://45.126.133.156/yohanes/files/wow
– http://45.126.133.156/yohanes/files/wow1



Memory Analysis



Volatility



Download the images

• http://45.126.133.156/yohanes/files/cridex.zip
• http://45.126.133.156/yohanes/files/zaptftis.ra

r



Volatility

• ./vol.py imageino –f <Destination of the 
memory Dump>

• ./vol.py –profile=WinXPSP2x86 pslist –f 
<Destination of the memory Dump> è show 
all running process

• ./vol.py –profile=WinXPSP2x86 kdbgscan –f 
<Destination of the memory Dump> è show 
kernel debugger block (show hidden 
process)



Volatility

• ./vol.py –profile=WinXPSP2x86 kpcrscan –f 
<Destination of the memory Dump> è show 
processor specific data

• ./vol.py –profile=WinXPSP2x86 dlllist–f 
<Destination of the memory Dump> è show 
all running dll

• ./vol.py –profile=WinXPSP2x86 dlldump -D 
<Destination Directory> -f <memory image 
location> è Dump all DLL into folder



Volatility

• ./vol.py –profile=WinXPSP2x86 psscan-D 
<Destination Directory> -f <memory image 
location> è scan all process

• ./vol.py –profile=WinXPSP2x86 -f <memory 
image location> è Show all process in a tree

• ./vol.py –profile=WinXPSP2x86 connection -f 
<memory image location> èShow all 
running connection



Volatility

• ./vol.py –profile=WinXPSP2x86 sockets  -f 
<memory image location> è show all open 
sockets (ports)

• ./vol.py –profile=WinXPSP2x86 hivescan -f 
<memory image location> è search for any 
injected process

• ./vol.py –profile=WinXPSP2x86 hivelist -f 
<memory image location> è search for any 
injected process on virtual memory



Volatility

• ./vol.py –profile=WinXPSP2x86 svcscan -f 
<memory image location> è show all 
services on memory




