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The five sectors account for:
« 60% of manufacturing GDP
» 65% of manufacturing exports
» 60% of manufacturing workers
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HOW STATE/NON STATE GET INFORMATION

Phising dan
zero day Attack

A handful of
users are
targeted by
phising attack,
include mail
phising, web
phising, etc

The user
machine is
accessed
remotely using
malware and

backdoor
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All data is
acquired from
target servers
and storage to

get sensitive
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MALWARE and APT GROUP ATTENTION

Malware detected in the region Most
Common
Percentage (%) H1 2018 H2 2018 Malware
Malware Type
H12017 H2 2017 H12018 | H2 2018 = | Total 57.58% Total 63.93%
o
_ = | -Trojan 69.9% -Trojan 75.6% Backdoor.An
Trojan 60.17% | 55.73% | 73.56% | 98.89% = | -Backdoor2.3% | -Backdoor 19.0% i drc?r?‘lr
i -Downloader 27.6% | -Downloader 0.0%
Downloaders 295% | 291% | 1.90% | 0.59% | | ] Others 0.0% _Others 5.4%
Backdoor 9.74% | 18.92% | 1.78% | 0.43% ;’ | Total 34.82% Total 23.41%
Worm 27.11% | 19.55% | 0.01% | 0.05% G Trojan 25.4% Trojan 90.6% Eﬁ;gdglgréﬂfﬂ Korea Utara RUSia
Downloader 0.5% | Downloader 0.4% -
Ransomware 0.03% | 2.89% | 22.76% | 0.04% | Others 74.2% Others 14 5%
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Sumber : OIC CERT Malware Trend Reports 2018
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Advanced Persistent
Ekonomi Digital Threat
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KEMANFAATAN

Profiling/Behavior Serangan Siber
milik Stakeholders sebagai sistem
deteksi dini

‘ Platform Malware dan Threat
Information Sharing yang
dapat dimanfaatkan
stakeholders
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THANK YOU |
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