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About Me

Dr. Charles Lim, Msc., CTIA, CHFI, EDRP, ECSA, ECSP, ECIH, CEH, CEI
Researcher - Information Security Research Group and Lecturer
Swiss German University

Charles.lims [at] gmail.com and charles.lim [at] sgu.ac.id
http://people.sgu.ac.id/charleslim

Research Interest
Malware, Intrusion Detection, Threats Intelligence, Digital Forensics, Cloud
Security

Community

Indonesia Honeynet Project - Chapter Lead
Academy CSIRT — member

Asosiasi Digital Forensik Indonesia - member
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Honeynet Project Mission

Volunteer open source computer security

research organization since 1999
(US 501c¢3 non-profit)

learn the tools, tactics and motives involved in
MISSION computer and network attacks,
and share the lessons learned

‘ﬁ‘f Indonesia Honeynet Project



Honeynet Project - Know Your Tools

MEMBER IHP
Dionaea honeypot: from Conficker to WannaCry + SambaCry CVE 2017-7494

Sarracenia: Enhancing the Performance and
Stealthipness of SSH Honeypots using Virtual

kedIn

This is a contribution by Tan Kean Siong, follow him on Twitter @gento_

The open source honeypot Dionaea supported SMB since long but lacked support for the recent WannaCry ransomware
SMB vulnerability and the most recent Samba RCE vulnerability CVE 2017-7494 dubbed "SambaCry” wormable attacks.
With the recent changes, both attack vectors are supported and respective samples caught in the wild.

Dionaea is a low interaction, server side honeypot which emulates a vulnerable system or device. Its ultimate goal is to
gain a copy of the malware. It supports various protocols and network stacks e.g. SMB, HTTP, FTP, TFTP, MSSQL,
MySQL, SIP (VOIP). Recently it also got support to emulate an loT device, SmartTV or XBOX with the UPnP and MQTT
protocols enabled. Dionaea was created back in the years of the Conficker worm, and yet its solid SMB network stack
proved to be useful in 2017 for the WannaCry worm hunt across the Internet.

WannaCry

In May 2017, the WannaCry ransomware outbreak infected millions of computers globally and got much attention due to
the scale and the infected organizations. The attack targeted computers running Microsoft Windows by exploiting the
MS17-010 SMB remote code execution vulnerability. Initially, the worm exploited the system with the EternalBlue exploit,

and installed the DoublePulsar backdoor implant tool, thus deliver the ransomware onto the system. The worm would then

continue to scan the Internet in order to find the next targets.

Machine Introspection

Stewart Sentanoesd, Benjamin Taubmann, and Hans P. Reiser

University of Passau, Germany
{se,bt,hr}0sec.uni-passau.de

Abstract. Secure Shell (SSH) is a preferred target for attacks, as it is
frequently used with password-based authentication, and weak passwords
can be easily exploited using brute-force attacks. To learn more about ad-
versaries, we can use a honeypot that provides information about attack
and exploitation methods. The problem of current honeypot implemen-
tations is that attackers can easily detect that they are interacting with
a honeypot and stop their activities immediately. Moreover, there is no
freely available high-interaction SSH honeypot that provides in-depth
tracing of attacks.

In this paper, we introduce Sarracenia, a virtual high-interaction SSH
honeypot which improves the stealthiness of monitoring by using virtual
machine introspection (VMI) based tracing. We discuss the design of the
system and how to extract valuable information such as user credential,
executed commands, and file changes.

Keywords: Honeypot, Virtual Machine Introspection, Secure Shell
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Honeynet Project - Know Your Enem

Table 2.0: Overview of Glastopf
URIs (12-day capture)

KYE paper: Bots keep talking to us

Connection attempts to PHP
B D http://httpheader.net/

/current_config/passwd
Analysis of 24 Hours Internet Attacks: A Brief Overview of Malicious Traffic Targeting Featureless Servers on the \ P

Attachment Table 1.1: Overview of the /sitemap.xm
/ok.txt+-d+cgi.force_redirect=0+-

Layer 7 Tl’afﬁc ca ptured : d+cgi.redirect_status_env=0+-n
m [24_hour apture] /current_config/Account1

/recordings/

t Number of Int

/muieblackcat
SSHv2 255796 http://180.163.113.82/check_proxy
DNS 28713 //system.ini?loginuse&loginpas
SSH 15206 /shell?%75%6E%61%6D%65%20%2D%61

HTTP 245 /script/live.js
DHCP 114 /maque66959401/index.jsp

SIP 28
CLDAP 1

/manager/html
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Honeynet Project Workshop 2012 - 2015
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San Francisco 2012
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THE HONEYNET
PROJECT WORKSHOP

Dubai 2013

WARSAW

THE HONEYNET
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2014
Warsaw 2014
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STAVANGER

THE HONEYNET
PROJECT WORKSHOP

2015

Stavanger 2015
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Honeynet Project Workshop 2016 - 2018

HONEYNET PROJECT WORKSHOP 2017 TAIWAN
SAN ANTONIO University of New South Wales THE HONEYNET PROJECT
Ty Canberra, Australia WORKSHOP 2018

San Antonio 2016 Canberra 2017

Taipei 2018

&
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Honeynet Project Workshop 2019

‘:‘:‘ The Honeynet Project Annual Workshop 2019
Innsbruck, Austria — July 1st-3rd, 2019
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Honeynet Project - 2019 Google Summer of Code

Ayush Dosaj

This project is of type Improving an existing tool that includes cleaning up the existing
Injecting function-calls to Linux through a hypervisor . S .
codebase and adding the process injection support for Linux.

ORGANIZATION
The Honeynet Project

zed009

Cuckoo Sandbox is a malware analysis platform which performs basic static file analysis to in-
Adding (Updating) macOS support to Cuckoo SandBox

depth dynamic analysis of binaries. Even though macOS modules exist, they are not being
ORGANIZATION

The Honeynet Project
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Indonesia Honeynet Project (IHP)
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IHP Members - Composition &
Growth

IHP Member Composition IHP Membership Growth

m Academics  m Business Govemment = Independent




IHP Activities

KOPDAR Workshop Seminar IHPCON

e Half day e One Day
e Members Only e Public

e Research- e Sponsorship
oriented e Sharing

e One Day e 2-4 Days

e Public e Public

e Sponsorship e Sponsorship
e Sharing and e Exchange and

Update Update
e Every 3-6 e Yearly
months

e Every 1-2 Knowledge

months e Every 1-2
months

L
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Honeynet Seminar and Workshop

seminar & Workshop =
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Honeynet Seminar and Workshop
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KOPDAR 2017

KOPI DARAT | January 2017 | Jakarta, Indonesia
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IHPCON 2017 - C Level Breakfast

IHPCON 2017 | 5-6 September 2017 | Jakarta, Indonesia
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IHPCON 2017 - Conference

FY R l"‘l, %)

IHPCON 2017 | 5-6 September 2017 | Jakarta, Indonesia
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IHP Research Focus

GEMU <
NP misp

Threat Sharing
L J

Deception
Honeypots Fingerprint Technology

e
UNDERGROUND

wost

Cyber Crime

dbox
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CYBER SECURITY

VALUE-ADDED BUSINESS AND
SERVICES SERVICES

RESEARCH FOCUS

IDENTIFY
your assets PROTECT DECEPTION TECH TOOLS
your assets
DATA MINING CYBER CRIME MALWARE
CYBER

SECURITY
RECOVER e IHP CONTRIBUTIONS KL
normal

operations
DETECT

incidents

IDAU@ ORGAU
oTwhtn' 3 U}?..

RESPOND
with a plan

THREATS MAP MALICIOUS DOMAINS




IHP Partners

AR

eV ITEIEIS ETVICEEIOVTIET
[== )

il cert, ¢.CBN

ﬁ%“ﬁ nandd

L ) Lager peed

ITS ol | netciti
Institut b - 1

Teknologi | uNiIssSULA v

Sepuluh Nopember | i gt | MALANG

g
=
a
14
]
2
z
=

Universitas B i na m) SAEE
Darma ®

@y EC-Council :AFDI
datacomm m@l = S Z;g:w;!g;l:inu ‘+’SACA®

Security Project Trust in, and value from, information systems
®)ADVANCED > amandata
ecUrRelT @rhcios na
Y ecurity, € jor (]

\to,
N\

/




Our Contribution
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PETA SERANGAN SIBER DUNIA

(SUMBER SERANGAN - 16 SEPTEMBER 2018 S/D 17 OKTOBER 2018)

Peta Dunia Peta Indonesia

BgsN

PERINGKAT SERANGAN

# | JUMLAH SERANGAN

218,100

42,745

9,182

8,868

8,510

LIVE FEED

RENTANG WAKTU

13:41:51

I 0 N B

13:41:51

13:41:49

13:41:40

18.SEP  20.SEP  22.SEP  24.SEP  26.SEP  28.SEP 30.SEP 2.0CT 4.0CT 6.0CT 8.0CT 10.0CT

Honeynet Map Portal untuk public: http://honeynet.bssn.go.id
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2 TOTAL ATTACK : 850

WORM/WIN32.CONFIC
KER

DIDUKUNG OLEH
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Jawa Timur (16-09-2018 s/d 17-10-2018)
Jumlah Serangan: 252970 kali

IP Penyerang Port Sasaran

(W] 176.15.11.122 (] 445 (smbd)

(W] 176.155.122 (W80 (httpd)
[E]79.111.214.67 [F]3306 (mysqld)

(9] 176.194.39.84 []1433 (mssqld)
[]95.76.179.171 5060 (SipSession)

Malware Negara Penyerang

I:‘Win32/Conﬁckerw0rm.16?785 D Russia
|:|Win32/Conﬁcker.w0rm.161612 [:l People's Republic of China
[E]win32/Confickerworm.168096 [E]india
|§|Win32/Kido.w0rm.165141 [:l Romania
Worm/WinBZ.Conﬁcker Hong Kong

Honeynet Map Portal untuk publik
g Indonesia Honeynet Project



http://public.honeynet.id/

Honeypot

Honeypot adalah sistem
keamanan (dibuat mirip dengan
sistem sebenarnya) yang sengaja
dirancang rentan untuk diserang.

Honeynet adalah sistem yang
terdiri dari kumpulan honeypot,
yang sengaja dibuat mirip dengan
sever produksi.

L
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Malware Stats

Win32IFonﬁckemlnnn.161612 (2019)

Wi \ 1

3.101 UNIQUE MALWARE
ATTACK SUMATRA, JAVA, AND BALI

Malware Hit

Win-Trojan/Agent.33128.B | 98

Win-Trojan/Agent.22458 13

Win-Trojan/Starman.Gen 1

Worm/Win32.IRCBot 1

Long Tail

!
Oé'%lndonesia Honeynet Project
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Early Warning System

r‘lndonesia Honeynet Project



Early Warning System Components

Risk
Knowledge

A
o

RISKS

Factors that lead to
higher risks

Monitoring

Monitoring sensors for
meaningful changes

Signals

What signals provide
me the best insight

Response

What actions will be
taken

"" Indonesia Honeynet Project
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From Early Warning System
To Cyber Security Situational
Awareness

CYBER SITUATIONAL AWARENESS ’

W EARLY WARNING SYSTEM ’

‘%‘5 Indonesia Honeynet Project



Cyber Situational Awareness

e Do we know our
assets’

* Routine vulnerability auditing

« Patch management &

¢ DO We knOW Ou r compliance reporting
Secu rlty th reatS? « Recognize and share

incident awareness across
the organization

Do we have a
holistic view of our
defense on these
assets?

o
Source: https://www.mitre.org/capabilities/cybersecurity/situation-awareness 5“‘

» |[dentify and track internal
Incidents and suspicious

behavior

* Incorporate knowledge of
external threats

» Participate in cross-industry
government threat-

sharing communities on
possible indicators and
warmings

» Develop a comprehensive
» of the critical

dependencies :
components) to operate in

cyberspace

» Understanding these critical

dencies to support
n-impact in forensic

action response (c
situation); i
assessments prior to task
execution (anticipating and
avoiding situations); and
informed defense planning
(preparing to mitigate the
impact of a future situation).

Indonesia Honeynet Project



Cyber Situational Awareness
. -
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Cyber Situational Awareness - Honeypot Data

[ " conne n_ty " ct”, "local pozt™: 4 "connectio arent”: null, "remote_host": "B5.24B.160.150", "eventid": "comnectio "connecti eocol™: "pcap” mnection_rool
P = L
["connecticon_f ": "reject”, "local_porzt "connection_parent”: null, "remote_host": "185.222.211.114", "eventis "connecti "connection_protocol”: "pcap”, "connection i Honeypot Log
["connection_ty 3 :"¢ "local port 2 "connection_parent”: null, "remote host": "185.175.83.1057, v i "connection”, "comnection pr L7z ap”, "connectioc »
[ connecti : "rej "local_port™: L "connection_parent”: null, mote_host™: "185.176.27.174%, ; id"™: ti "connection
"local_port”: X i arent”: null, "remote_ host": "18 2 lC"' »
"local_por " co on_parent”: null, "remote host .224.78%, ~ neid™: "co n” i rotocol™: "pcap”, "comnection
[ " conne X jec "local g X on_parent”: null, "remote host": " -5, .227 v : "o y “connectio col™: "pcap”, "comnection
["connecti " 2= X "connection_parent”: null, "remote host": - gG_181", v id™: ; i "oo eocel™: "pcap”, "connecti
["connecti 7 " "lo 3 € ,_parent”: null, "remote_host": L176.27.3 J id": "o 21 »1": "pcap”, "connection rod
["connectio - " M. : 445, "comnectio rarent”: null, "remote host"™: "185 4. 128 ey : connection protocol”: "smbd", "comnection root'
_P = _P
[ "connectio: : "rejec "local_port™: 3325, "commection parent”: null, "remote_host": "1."-:!.:!" 163. ".I.", v : rection”, "connection_protocol”: "pcap”,

["conne " " 445, "commectio ": null, "remote host": "42.202.133. "connect "connectio

. - "

[ "connecti 7 " "y "lo X 445, cnnectio ": null, "remote_host": "42.202.133. "connecti » "conmnectio

["connection_ty - " pt”, "local port”: 445, "connection parent”: null, "remote host": "1B80.53.66.155 v id": "connection”, “"connection_protocol”:

JSON File

u'l', u'ShadowAttribute': [], u ] 1d': u'2', u'uu
u'HONEYNET-ID'}, u'Crg': {u'uui 5C 8d-3b 4942 2£f741405"', u'.
”'jl able correlatio False, info! ) ed': False,
istribution': ]
’"ﬁ=m'"'"ﬁ_ Internal Error

500 ' ] L T o 1o T B 2 e onisepesevor MISP Records

— .

z @ |hdonesia Honeynet Project
" y J



Cyber Situational Awareness - Threat Sharing Platform

honeypot_dionaea

EventID 759

View Correlation Graph

View Event History

Edit E uuiD 5d7325a4-1 34-45(0-!3613-617E12bfb61-:2
W Dele ent Creator org HONEYNET-ID

Owner org HONEYNET-ID

I ’ t Email ryandydjap.rd@gmail.com
re a . . e

Date 2019-09-07

- i Threat Level Medium
.“ETE 1outes from
i | r I n Analysis Initial
Publish Event Distribution o
our organisation only
Publish (no emai

Info

Deleg ning -
P I a O - e
t I l I I I Contact Reporter #Attributes 32 (0 Object)
Download as

First recorded change 2019-09-07 03:36:08

Last change 2019-09-07 03:36:08

Modification map

Welcome to Malware Threat Intelligence Sharing Platform

Sightings 0 (0) - restricted to own organisation only. &
Log I n =Pivots =Galaxy +=Eventgraph = Cormelation graph = ATT&CK matrix = Atfiributes = Discussion

759: honeyp...

Galaxies

[

Email Password

Honeynet
Malware Threat Sharing Platform




Cyber Situational Awareness - Threat Sharing Platform

cuckgo®s”” @ Dashboard @ Pending Q Search

Summary

B File ffabdaf46c135c78e516dd3a4964bfd2
Summary
Size 5.0MB
Type PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
MDS  ffabdaf46c135c7Be516dd3ad964b1d2 Biasn maliox: The mosciag syt
hould be considered an apha feature
SHA1 42677f0e2ae956368623b26866923a64a9a9724c¢
SHA256 1b0a235302db1301b5871617aa997f38ead%f2bdeebe9ad637e853dadc586921 A Feedback
SHAS12
CRC32 AAABIID3
ssdeep 98304 :+DqPoBhz1aRxcSUDk3BSAEdhvxWa9P538yAVp2H: +DqPe 1Cxcxk3ZAEUad BycaH

Yara None matched

cuckgo'?” g Dashboard iE Recent % Pending Q Search

o
o
(]
(c]
(o]
@
(=)
(~]
(1)
(]
©
(0]
()
(]
(<)

82 signatures
© The executable uses a known packer (1 event)
© The file contains an unknown PE resource name possibly Indicative of a packer (1 event)
O Performs some HTTP requests (1 event)
Allocates read-write-execute memory (usually to unpack itself) (1 event
Potentlally malicious URLs were found In the proce memory dump (50 out of 363 events

Communicates with host for which no DNS query was performed (20 events)

File has been identified by 56 AntiVirus engines on VirusTotal as malicious (50 out of 56 events)

@3 Screenshots

0000000 0G0O00BGO0O

Malware Analysis (Cuckoo) =» MISP

IP ADDRESS

pixel facebook com

157.240.24 .37

tidl windowsupdate ce

119.110.115,18¢

hiep:etidl windowsupdate com/msdownload/updatelva/statich

lowedcertst cabh?aboe2be 7 3de:z

ffabaaldaBel 35T 18dd3aq964bid:

LZE7TI0e2ae 8623b268660923a64a00

ffabdaldbel 35cT8e o

1b0a235302db1301b5E7

Mabdatssc1 35c78es16dd3a4dqabl w

ffabdaldficl 35cT8e516dd




Cyber Situational Awareness in Action

SOC:

* Incident

IHPS;::?:; ReSpO nse

T Securlty Orchestration Automation & Reponses | BIG DATA ANALYSIS : .

V'rUSTOtaI | - THREAT /  THREAT < ° A u t oma tl on
il L Intelligence

DATA COLLECTOR ° T h reat
AV .
Hunting

pomnr B . L.
e Visualization

V —
V —
 —
~/—

Routers, Firewalls, Systems, Honeypots  Event Logs Mem Dump, Sys Logs Dockers, Kubernetes, Compute Engine

CYBER
SECURITY
FRAMEWORK

2]
¥
)
o d
=2
Q
("]
(-
<
Ll
o
L
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o
i
=
o

OPERATION CENTER

CORE SECURITY
FUCNTIONS

EARLY
WARNING
SYSTEM
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Honeynet-based Threat Sharing Platform
Grant winners ISif'@‘GSiq

Threat . Network Operations Research Grants

Sharlng e, Honeynet threat sharing platform. SGU, BSSN (Badan Siber & Sandi Negara)

Initiative

\‘ and Indonesia Honeynet Project (IHP). Indonesia. USD 20,000

The goal of the project is to develop and implement a honeynet threat sharing

platform that will collect, store and add contextual information of
cybersecurity threats. This information would then be shared with relevant
organizations. The project will first be implemented in Indonesia, with future

Th reat enhancements of the platform to expand to other Asia Pacific economies.

Sharing

Indonesia Honeynet Project




IHP Workshop 2019
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IHP-BSSN Workshop

Track A
BSSN-IHP

e Deception
Technology
e Visualizing &

Sharing

Threats

e Threat
Intelligence

Track B
BSSN-IHP

e Malware
Threat
Sharing

e Windows
Malware
Analysis

e Hardening
Azure Cloud

Track C
IHP-Palo

e Incident
Response

e Detect,
Investigate,

dan Respond
Cortex XDR

e Threat
Hunting

Track D
ARUBA-TelU

e Aruba 360
Security
Exchange

e Technological
Advance in
Crypto

e Digital
Forensics

1 g Indonesia Honeynet Project



IHP Research Sharing
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