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About Me
Dr.	Charles	Lim,	Msc.,	CTIA,	CHFI,	EDRP,	ECSA,	ECSP,	ECIH,	CEH,	CEI
Researcher	– Information	Security	Research	Group	and	Lecturer
Swiss	German	University
Charles.lims [at]	gmail.com and	charles.lim [at]	sgu.ac.id
http://people.sgu.ac.id/charleslim

Research Interest
Malware, Intrusion Detection, Threats Intelligence, Digital Forensics, Cloud 
Security

Community
Indonesia Honeynet Project - Chapter Lead
Academy CSIRT – member
Asosiasi Digital Forensik Indonesia - member



Honeynet Project Mission

Volunteer open source computer security 
research organization since 1999 

(US 501c3 non-profit)
ESTABLISHED

learn the tools, tactics and motives involved in 
computer and network attacks, 

and share the lessons learned
MISSION



Honeynet Project – Know Your Tools
MEMBER IHP



Honeynet Project – Know Your Enemy



Honeynet Project Workshop 2012 - 2015



Honeynet Project Workshop 2016 - 2018



Honeynet Project Workshop 2019



Honeynet Project – 2019 Google Summer of Code



Indonesia Honeynet Project (IHP)

2011 2012-2016 2017

• 15 people signed petition 
to establish Indonesia 
Chapter

• First Malware Analysis 
workshop for students

• First International 
Presentation @SecureAsia

• Seminar and Workshops funded 
by KOMINFO

• More than 700 participants over 6 
cities

• Grown into 5 key research areas
• Indonesia Honeynet map become 

available to public

• More than 350+ members 
and growing

• More than 21 honeypots 
installed in 6 provinces

• Close to 3100+ unique 
malware samples 
captured



IHP Members – Composition & 
Growth



IHP Activities

KOPDAR

• Half day
• Members Only
• Research-

oriented
• Every 1-2 

months

Workshop

• One Day
• Public
• Sponsorship
• Sharing 

Knowledge
• Every 1-2 

months

Seminar

• One Day
• Public
• Sponsorship
• Sharing and 

Update
• Every 3-6 

months

IHPCON

• 2-4 Days
• Public
• Sponsorship
• Exchange and 

Update
• Yearly



Honeynet Seminar and Workshop

10 September 2019 | Depok, Indonesia



Honeynet Seminar and Workshop

24 November 2018 | Tangerang, Indonesia

23-24 October 2018 | Banda Aceh, Indonesia



KOPDAR 2017

KOPI DARAT | January 2017 | Jakarta, Indonesia



IHPCON 2017 – C Level Breakfast

IHPCON 2017 | 5-6 September 2017 | Jakarta, Indonesia



IHPCON 2017 - Conference

IHPCON 2017 | 5-6 September 2017 | Jakarta, Indonesia



IHP Research Focus

Honeypots
Deception
TechnologyFingerprint

Deception Technology 

Tools

Malware

Data Mining

Cyber Crime



RESEARCH FOCUS

DECEPTION TECH

MALWAREDATA MINING CYBER CRIME

TOOLS

CYBER 
SECURITY

FRAMEWORK
IHP CONTRIBUTIONS

THREATS MAP MALICIOUS DOMAINS

RESEARCH AND 
DEVELOPMENT

VALUE-ADDED 
SERVICES

BUSINESS AND GOV
SERVICES

CYBER SECURITY

Planned



IHP Partners



Our Contribution



Honeynet Map Portal untuk public:  http://honeynet.bssn.go.id



Honeynet Map Portal untuk publik
http://public.honeynet.id

http://public.honeynet.id/


Honeypot

Honeypot adalah sistem
keamanan (dibuat mirip dengan
sistem sebenarnya) yang sengaja
dirancang rentan untuk diserang.

Honeynet adalah sistem yang 
terdiri dari kumpulan honeypot, 

yang sengaja dibuat mirip dengan
sever produksi.



National Honeynet Infrastructure

Web
Service

Repository
Server

Desktop Users

BSSN

IIX

Honeypot
Installed on unused IPs

ISPs
PEMDA Universitas

Perusahaan

Telco

Mobile Users



Monitoring 
Stats

2016 20172015

2014

2013

2012

2018

2019

33.856.720 
Connection Attacks 

21 Honeypots
In Sumatra, Jawa & Bali



Malware Stats
(2019)



Early Warning System



Early Warning System Components 

Risk 
Knowledge

Monitoring 
System

Signals Response

RISKS
Factors that lead to 
higher risks

Monitoring
Monitoring sensors for 
meaningful changes

Signals 
What signals provide 
me the best insight

Response
What actions will be 
taken



Honeynet Map Portal untuk public:  http://honeynet.bssn.go.id



From Early Warning System
To Cyber Security Situational 
Awareness

EARLY WARNING SYSTEM

CYBER SITUATIONAL AWARENESS



Cyber Situational Awareness

•Do we know our 
assets? 

•Do we know our 
security threats?

•Do we have a 
holistic view of our 
defense on these 
assets?

Source: https://www.mitre.org/capabilities/cybersecurity/situation-awareness



Cyber Situational Awareness

Forcasting

Mitigation

Comprehension

Perception Security Monitoring

Risk Analysis

Risk Mitigation

Predictive Model – Machine Learning 



Cyber Situational Awareness – Honeypot Data

Honeypot Log

JSON File

MISP Records



Cyber Situational Awareness – Threat Sharing Platform

Honeynet
Malware Threat Sharing Platform



Cyber Situational Awareness – Threat Sharing Platform

Malware Analysis (Cuckoo) è MISP
HASH of Payload

IP ADDRESS



Cyber Situational Awareness in Action

SOC:
• Incident 

Response
• Automation
• Threat 

Intelligence
• Threat 

Hunting
• Visualization



Honeynet-based Threat Sharing Platform

IHP SGU

BSSN

Threat 
Sharing

Threat 
Sharing 

Initiative



IHP Workshop 2019



Track A 
BSSN-IHP

• Deception 
Technology

• Visualizing & 
Sharing 
Threats

• Threat 
Intelligence

Track B
BSSN-IHP

• Malware 
Threat 
Sharing

• Windows 
Malware 
Analysis

• Hardening 
Azure Cloud

Track C 
IHP-Palo

• Incident 
Response

• Detect, 
Investigate, 
dan Respond 
Cortex XDR

• Threat 
Hunting

Track D
ARUBA-TelU

• Aruba 360 
Security 
Exchange

• Technological 
Advance in 
Crypto

• Digital 
Forensics

IHP-BSSN Workshop



IHP Research Sharing

Ruang P 213



Terima Kasih

Deception Technology | Malware | Data Mining | Cyber Crime | 
Tools

Indonesia Honeynet Project@IDHoneynet groups.google.com/group/id-honeynet


